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5.1. 428

Web R=%ILDERMAZ1—DEIHERZHTE U TERODOTRER—ENFRRIN
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5.1-1 EUBER 2HhER—%
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8. DOJFTL-IRFE
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8.1. Firewall O
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Fe.OJ—BOTICERRINTVIR—IFSZHT & GBIRUER—IITEBLE T, &K
—IENHET 1000 HETHRRIDENTEEXT,
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Firewall O M+ kIE Deny O DHERYVET,
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OJ—BORITEERTDIEBRUEOJOARNBREHERT DI ENTEFET,

O OHRA TR NBEZEOTURES —/\IC &L > TIEERENARRY X T O TCEELE
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ZXAERFRSN JST:PA ) —X(WVS2.KCPS)DOrV =259 207 N&EH—/\

LEEF:2.0|Palo Alto Networks|LF|2.0|TRAFFIC| |[devTime=2021-07-16T00:02:45.000000Z
src=172.26 19 2 dst=1.1.1.1 Application=not-applicable srcPort=61237 dstPort=80 proto=tcp
Action=deny SequenceNo=11455 DeviceName=cp-KDSTEST1-00 devTimeFormat=YYYY-MM-
DDTHH:mm:ss S555557
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8.1.2. Firewall OJ#%%

OJFn~EmOLERICIE. O RERADREBEENFRINE T BEDA_LDORIRRRY
ZHYCETIERRICT D EETEFR YT O DRRFHFIILUTDORDEY T,

BRAMRY VEHTCETIREU R TRREZITVET  JUTPRYVEZHT & RREBERD
BRENMIHSREICRYFT,

8.1.2-1 Firewall OJ%%
% 8.1.2-1 Firewall OJWRERY
BeF(F1a) REWNROT DREHRZRET Do
AL =SB %E8IRT 2D FANICKVUERET B,
BEF(T) REFEWRROT DR THIFERET Do
AL —h 5 BMEERT ZH. FANICKIVERET D,
ZEETIP PRLXR EETIP PRUREADLUTIRERT 3 (RE—BHRR).
RybMtE 10 #£RETANT S,
GEEF)R—k EETIP PRUADERYICHDANER. EETHR—FES%
ANV TRERT 3 (ZE2—IRR) . BUELIADIRZRIFER,
5855 IP 7KL R 585 IP PRLURAZEANLTHRERT 3 (22 —BURR) o
RwihtE 10 #ERETANT D,
(385%)R—k FB5E IP PRLUZADAERYICH DI ANER, EETHR—FBESZEA
HAUTRET D (Z2—HER) . BUIBELANDERRIFE.
Ok ORI ERRFZHE U TIEET Do
INT/TCP/UDP/ICMP h'5:@RTE 5,
7o3ay W=7 O30 ERFRFHEVTIEET %,
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8.2. 1psO¥

Firewall O % ~EE_EERICH S Firewall- IPSYIUEBEZ YT D IPS ¥ =&, O
FHADHZREEBE IPS OJ—8BNKRRINET, 7 IAINRRETIE. OJE 1 R—=IC 254
FTCRIRIINZET,

1740

Firewall
B 8.2-1 Firewall-IPStIWEZ45T

8.2.1. IPSOJ—&

OJ—BOETDTIVIITIAZ1—H5 25 £/ 50 ZBIRTDET. 1 R—IICKRR
95008 %, 25 4hEz[E 50 HICHVEBZZZENTIET,

—BDTFICERRINTVWAIR—IEFBSZHT & BIRUVER—IJ(ICBBLET . ER—IEFHTE
T1000 FFETHRRIDENTEFXT,

AIZTLIZHTS IPS OJ DA ERIE THREAT OJ &RV ET,

PR (THREAT O2) LA DOV (file O URL OJM) DIHZE. VI XF v ENERT
TRINET,

low 3498150 237 58622 17228123135 443 TCP =40
Y medium 34.92.204.240 58522 172.28.5023 a3

HTTP OPTIONS Method(30520) informat tional 3498.110.212 58622 172.28.193.94 443 TCP =40
JSIGVEB_STRUTSZ-CONTENT-TYFE-XML- medium 34.08.172.48 58622 172.28.244.140 443

PROCESSBUILDER-2(42243)

8.2.1-1 IPSOJ—&
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OJ—EBD&TEBIRT D& BIRUZOTDRNBZHERT D ENTEET,
O DABR TR NBELIEOWNE T — /NS K> TEEERBNERYEFITD T EFELE
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EXERERS UTC:Prisma Access Xl PA-5260 OOJ =29 507 UE&ET—/\
RS JST:PA Y —X(WVS2. KCPS) OV =259 207 N&EHF—/\

LEEF:2.0|Palo Alto Networks|LF|2.0]THREAT]| |devTime=2021-07-16T06:40:01.000000Z
src=34.98.188. 153 dst=172.28 .45 48 Application=google-base srcPort=58622 dstPort=443
proto=tcp Action=alert ThreatlD=Windows BAT(52128) VendorSeverity=low
SequenceNo=16264176017 DeviceName=KDS02 Rule=TestLogRule

8.2.1-2 IPS OJ MDAEHER
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I5H . EiER
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ALV —HSBMERIRT SN FAHICLUERET B,
BEF(#T) BRFRFMEOT DR THEERET D,
AL —h 5B ZERIRT 2N FAAICLVUERET B,
EETTIP PRLR EETT IP PTRURZ ANV TRET 2 (Z2—BHRR)
Ry ibtE 10 EFRETANT D,
GEEFT)R—k EETTIP PRLUZADEREY CHDANER XETR—MES%E
ANV TIRER(ZE—HRR) . BUBELN OREIZE.
5% IP PRL R 585 IP PRLUAZ ANV TRET 3 (ZE—HRR) .
FybtE 10 EFRETANT D,
(385%5) R—bk 3E5 IP PRLUZADERY ICH D ANER FETh—FESZEA
AU TIRERT 5 (2 —EIRR) . BUBLIADIRZRIFEIITY
paulm)ly ORIV ERRFHE U TIEET %,
IART/TCP/UDP/ICMP h\5:#IRTE 3,
Pl =i ERTIAR ZIRRZFMF E U TIEET 5.
INRT/HY/IRUHSEIRT B,
BEE BEEETRZRFMMEVTHEET S,
I N7 /critical/high/medium/low/informational/- 5
EIRTED,
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T BCENTCEFXT  ADHT—ERICDLWTHRBERERAHYELUZS. F9 FAQ &S HE<
=R AN

9.1. FAQ—E
Web R—%LAERIX=1—0 FAQ =19 & FAQ —BARRINET,
FQA 1. 1 XR—UBKA 50 hE TRRINET. —BOFICRRIN TV BIR—IEE&IHT
EGBIRULER—IISEBLETD,

2RI T

9.1-1 FAQ—&
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9.2. F—J—r#%
FAQ BEmA_ LOREBIFERY VZIHT & F—D—REATTUICKBIRBENFELRBEERNFRT
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O

FI=k FI=Eldd cTHv

il o ZOFS— FEN AT A RSO FETH?

F3—hk Sanl-e e i N SE T SR ARE 3 picy

S O S Y RS S T RPN S Y U U S S PR I N
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9.3. AFJUTORYAH

FAQ DATIUTORYIAHETBEETRETT, T ITUXZ1—hSBRRLEVWATT
EZIRLERRY Y EBTCEICEVBRLEATIUD FAQ RIFERRTBENTIE
T, VPRI VEET CRBRIER DR ENIHRREICRYET.

176
FI= FI=b&elddn cahe
FI=I ST T — FAANS AT A @RI N F T
Pl SRR AL ST COFE T

'E9.3-1 FAQ A7 JURYAHEE
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0.4. FAQEH
FAQ D—EB CHERALZEN B ON S EBEICIE. 20T HT & CHlERN TR 1. B
BICK T 2EEERETZCENTIET,

9.4-1 FAQ FHHiEm

42/83

Copyright © KDDI Digital Security Inc. All rights reserved



KDSec E¥a1UT1ERIRTLA
Web R—%JVEEX=a17)l
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10.3. os¥9yyo—k

T IIAZ1—TCRHEFEARZERE. YO 0O—-RRY T &, zip XA CTERELEZ
O 7740 ES I IO—RTBIIENTEET,

1 HoOJ495>0—REEOLERIEZ 100 BT,

(2020F125155 v

10.3-1 OJ%>>0O—-k

OJ4%oo0—-RI71IVDARRIETEEDEH YT,

HEHDOBEARERE 0 BHAS5E 0 BFETICOJIET—/N\TZELEIARNTOOITNTRT
9. Firewall ® Allow O & SR RUADOTEESENET

0749 70—-R 71U zip ER CTEBINE T,

0749 90—-RI7AIVEAMTLRYTETDY)—rZE{TVWEEA,

-O07%970—-RIJ71IVIEEHEAK 1,000,000 7 TE L BATZERDIERI T 7AIVIZIRY &
3—0

-[EHEERD zip R T 7IVISHEIRT S EMEEIO T J71IVEIE. 2 D7AIVETELETD,

1 BOOT771IUTEMN 3,000,000 172856, EHEED zip R T 71V 2 D
AL EERY A ooO0—-ROT TN IIXZ1—IC Bt ERBENRRRINZET,

2021403826801

2021££03826H01
211 2021403826 H02
2021403826H03

10.3-2 OJ%9o00-RTIVIIVBMEES
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A IoO0—RAOOT I 7V BHEFICRELZOJ9 0 00— MrREEX TREINE T,
EEOOJ Y I O—-RFEFEEN, ZHOT YU UO0—RFEFE @IHIZRE 10GB. 10GB BT
EhNETEe, =K 100GB) 284 2186 N0 T Y0 U O—RFEEFEEEBA <R3 FETOBE
ORfHASHEMEMTY I O—-RBEOV I7MIVEEIBRUE T, 7272, sIH2 OO (SHIkRE
TLWEBA(RERFB21 B).

A oo0—RUTE zip 771V ERETZEUTOT D TIVD KSR TF RN T 71V (log 4
R) COJHNABEERTIXT,
BEHE. O DB TCRAINBIEZNEIOTIRES — /NI L > TEERFRBNRERVEXITD TS
FELLETL,
EXERERS UTC:Prisma Access Xl PA-5260 OO #2930 UNET—/\
TR JST:PA —X(WVS2. KCPS)hOJ =259 307 UNEH—/\

XWVS2 CHIADHERA
BROJEBEOFHRIC DT XL TIEMRIHK] [WVSZ CERAERRAITIKDSec T+ T BERY
27 L Web iR—%)UREX—27)L OJEB—& 1 ZCSB<ZT .,

F T T LT R - R TP | T PreTl  FrTE ey L P T | PRrA T T e s | TR el - T WOSres o Rrad S
LEEF:2.0|Palo Alto Networks LF|2.0|TRAFFIC deleme 2021-07- IGTIS 40: OI UUODODZ src=34.98.222.72
LEEF:2.0(Palo Alto Networks|LF|2.0|TRAFFIC devTime=2021-07-16T15:55:01.000000Z  src=34.98.81.233
LEEF:2.0(Palo Alto Networks|LF|2.0|TRAFFIC devTime=2021-07-16T16:00:02.000000Z  src=34.98.20.195
LEEF:2.0(Palo Alto Networks|LF|2.0|TRAFFIC devTime=2021-07-16T16:05:01.000000Z  src=34.98.123.166
LEEF:2.0(Palo Alto Networks|LF|2.0|TRAFFIC devTime=2021-07-16T16:05:01.000000Z  src=34.98.93.87 dst=17
LEEF:2.0|Palo Alto Networks|LF|2.0|TRAFFIC devTime=2021-07-16T16:20:01.000000Z  src=34.98.1.92 dst=17
LEEF:2.0(Palo Alto Networks|LF|2.0|TRAFFIC devTime=2021-07-16T716:40:01.000000Z  src=34.98.62.218
LEEF:2.0(Palo Alto Networks|LF|2.0|TRAFFIC devlime=2021-07-16T16:50:01.000000Z  src=34.98.177.116
LEEF:2.0(Palo Alto Networks|LF|2.0|TRAFFIC devlime=2021-07-16T16:55:01.000000Z  src=34.98.232.111
LEEF:2.0(Palo Alto Networks|LF|2.0|TRAFFIC devTime=2021-07-16T17:00:01.000000Z  src=34.98.163.23
LEEF:2.0(Palo Alto Networks|LF|2.0|TRAFFIC devTime=2021-07-16T17:00:01.000000Z  src=34.98.190.122
LEEF:2.0(Palo Alto Networks|LF|2.0|TRAFFIC devTime=2021-07-16T17:10:01.000000Z  src=34.98.87.90 dst=17
| FEF:7 NIPala Alta Netwark<!l FI12 NITRAFFIN AeuT ime=2N21-N7-1RT17:15:01 NNONNNT arr=24 98 RR 42 Aet=17

B 10.3-3 #ooO—-kROJ4927I
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